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An Improved AC Algorithm for Intrusion Detection

XU Hong, QIN Zhi-guang

(School of Computer Science and Engineering, UEST, Chengdu 610054, China)

Abstract: On the basis of analyzing AC algorithm in IDS, this paper presents an improved AC algorithm named double
compression AC algorithm (DCAC), describes it’s new state automaton storage compression and corresponding matching
process. DCAC has been tested in Snort. The results show that DCAC can averagely enhance the performance of Snort by
52.2% in terms of memory usage and by 73.5% in terms of processing time compared to the standard AC algorithm.

Key words: intrusion detection system; pattern matching; Aho— Corasick (AC) algorithm

1 8l§

AR RS (IDS)E NP MG Z 2N E
BEARZ -, BB T MM A. BRI 2
IDS IR AR Z — B ILEL B 5 IDS B HERE
BB B P 2% 5 B R ) 48 Ko ) T HE & A B
WK, IDS Z R VL ACHE B =3, &k
PCRRE LB R MG R B s 2 —.

AR RIEEXAE THERERXNEP K
AR, # 3R 2 W FR O U5 Bd B 2, 75 W) DG fic 5k K. A
DS, T X M RS EWRIMBIEESR SIS R
5, P XD AARFFIE R R AR AR A DL Al i B
DCRECALE I 0 B 43 4 A8 =X UG Bic A 45 5 =X UG it v
%, T2V ELE S — KB LR B 248
KA M, B2 IRl 5 5 B R By K
B IDS ARFFIEEE , R B4 £ 3R DS M3
A HER R 2 TCALE 1 . AC(Aho — Corasick ) Bk 4E
FmERNEZEAILERESIFE IDS KA, ZH

W HH: 2009-09-07; {EEIRAHI: 20091125

B RRIL S AR AE R B R R
HaHL, R ST LA, B F AR ELR
T, AC B AL IT D /9 B 8] 2 2% BE#F & O(n). AC
FARREEIVMAEESHE T KENAGFERR, %
R TH LM cache YERE, B KM FEAETF 8 R AC
BRHRAEERERE. —EBHRERL TR ACHE
FRORZS B Sh DL ), 42 1 T AH e A BeaH 5 ik LA
BF ACE LM PR3]

XM RIFHGAEIEER ACBE A
BOH, R T — R R AR ES [E) F 8 S AC B B
—— X E K48 AC #3: (Double Compression AC Al-
gorithm, DCAC).

2 ACHE#*

2.1 EFACHE

Aho,A. V. #1 M. J. Corasick T 1975 FF#H T
ACH B B PE 73 A0 5 7 40 28 0 DT 12 9 4
HrE, B d ARFES S SRR ST HAL 3, ¥



110 e ST

2010 4

A BRARA B 3l FSA(finite state automata) , 25
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(6) WA R SEEEHIR S, FNERE(1).

4 CEOVERL

RHTW RSO AN EES AC BN
fe, 5 HEA AC Bk M EHBGEAR A, ¥ Snort 7
R FAARRE I RS . Snort BLAS R 2.8.2.2, 8
W24 snortrules — snapshot — 2. 8. 32 & £ Windows
XP F#A7, 9 TR N VC6. 0. {43 K CPU:
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WEE4E AC Bk S5 HER M BIH 8T
e 2 B, R B A X EREPNEES ACE
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ZlE)2h 635. 13MB, t b A 1327. 96MB 134 AC
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£ 1 snort PHEERBEEREIKER (B8] /5)
BABHE (outside. tepdump) AC-STD AC—BANDED AC— SPARSEBANDS DCAC
Mon(206MB) 155.2300 80.6154 41.0032 28.7887
Tues(287MB) 222.4250 126.6900 63.0658 56.3814
Wed(304MB) 248.0290 147.9350 92.4920 75.8100
Thurs(381MB) 278.0820 161.9540 99.4688 84.7250
Fri(249MB) 238.1780 134.7470 70. 4000 56.5940
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2 600 7 Z
400 / / /
“ // % 7%
DCAC SPAR&%ANDSAC-BANDED AC-STD
B2 SETERE snort IS B FFHIHL
5 HRiF

XX AC B EIHUHKTEARKI RS B
BT T B3, 60X AC BEIPLK R 5 ST
EERAEN, B T BER R T WE RS
ACH®E HBHS ACE L RHNMIET X, %
RERADNEEYS AC B 7E2 EYERE AT FE6E L
FRERE.
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